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Forward

This is the first CIPS (Canadian Information Processing Society) best practice. It has
been developed to support the IT professional in discharging her' responsibility to
assess and manage IT risks. It is presented as a Practice Guideline. This means that
the IT professional has a responsibility to generally understand the material in this
Guideline, but is free to exercise her professional judgment in deciding how this
Practice Guideline applies in her work.

NOTE: A Practice Guideline is the least restrictive Best Practice (or Practice Standard) that
may be imposed on the IT professional. It requires the IT professional to generally familiarize
herself with the Practice Guideline, but recognizes that application will vary considerably and no
special justification is required to deviate from the Practice Guideline. A Recommended
Practice imposes the same requirements as a Practice Guideline and requires that the IT
professional provide justification for deviations from that practice. Finally, a Required Practice
imposes the same requirements as a Recommended Practice and requires that all exceptions
to the practice be supported by a thorough justification.

! We follow the convention of using the feminine version of the third person singular pronoun.

Please read this as “her or his”, “she or he”, etc.
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1 Executive Summary

The IT professional should begin every assignmssgssing the possible risks
associated with that assignment. The level of batal the degree of rigor in that
assessment will vary. At a minimum, the IT profeasi should informally review
possible risks and their likely impact. The IT medional has a responsibility to
communicate her findings to management and to anplp reporting to her.

Within the established risk management policiesaadtices of the organization
employing her, the IT professional should followpegpriate best practices to manage
the risks that have been identified. This Guidete@gnizes that risk management best
practices will vary. Specifically, different riskanagement best practices are
appropriate for system development, system aceuisiand system delivery. And

some degree of tailoring will be required beforg pre-existing best practices can be
effective in a particular organization.

COBIT[1] is used as a general IT governance framkwbplaces risk management
within a context, providing general answers to ¢joas about how risk management
relates to the other important IT processes. A Bfieg risk management activity
flowchart is adopted from COBIT. It identifies fikey risk management activities.

This Guideline does not provide direct answers abow the IT professional should
best identify, assess, or manage risk. It poinfsutdished best practices that can be
consulted. Which best practices to consult willelepon the organization and the work
to be performed. The Canadian Risk Management Guid®r Decision-Makers, the
COSO material on risk, and COBIT are offered a$ pexctices to consult regarding
high-level risk management policies and practices.

The key ISO/IEC/IEEE risk management standard (3p@8offered as a best practice
to consult regarding risk management during thiesfydtem life cycle. The risk
management material from the Software Engineensgtute , the US Air Force, the
Defense Acquistion University, and the Spiral Modsed offered as best practices to
consider for risk management during developmenteaeogiisition.

ISO/IEC 20000 and ITIL are offered as best prasttoeconsider during service
delivery and service support. ISO/IEC 17799 andBN¢ESA material are offered as
best practices to consider in connection with resksociation with system security.
And, finally, PMBOK and Prince2 are project manageibest practices that include
useful material on project risk management.



2 Introduction

CIPS has accepted, in principle, that the IT psitegal has a responsibility to assess
and manage IT risk. This guideline explains what theans for the IT professional. It
should be viewed as a Practice Guideline — IT m®@mals have a responsibility to be
generally familiar with this material and shouldobpit selectively in all of their
professional work.

The challenge for any IT Risk Management Guidelsnthe multi-faceted nature of
risk. Specifically:

= There are a large number of established risk managebest practices.
= Terms are defined differently
= Scope is defined differently
= Activities are defined differently
= Different organizations view risk differently
= Some want to manage for success, not worry abdutda
= Some have established risk management policiepiauatices
= Some are open to improving their risk managemeatdtjmes
= Different individuals have differing scope to maadd risks
= The project manager should manage project risks
= The operations manager should manage operatiwkal ri
= The CIO should establish risk management poliawsmactices

Under these conditions, a “one size fits all” gliikeis neither good theory nor good
practice. What the responsible IT professional &hdo to assess and manage IT risks
will depend on the organization within which theg avorking and on the role they
play within that organization. This document pr@sd guideline to help the IT
professional decide what is required of her inltigging her responsibility to assess
and manage IT risks.

CIPS online Risk Management information will, otiene, become an important
resource in helping IT professionals understand ti@w responsibility to assess and
manage risk is best discharged. It is intendedalgabwing range of risk management
case studies be available as well as additionafnmition about best practices to
consider. An online Risk Management forum will lbeigteractive resource to provide
information and advice to IT professionals aboetrisk management challenges they
face. As a first step in providing this informatjd@IPS has established an IT Risk
Management Wiki.



3 Risk Definition

Risk arises because something may occur — an ewghich leads to business
outcomes other than the planned ones. It's impbttannderstand both the probability
of the event occurring and the resulting gap betws#anned and realized outcomes.
The Risk Severity is then (Probability of Event)Gutcome Gap).

Most of the systems risk literature concentrates\ents leading to a failure to achieve
planned outcomes. The primary focus is on reduttirgpts or reducing their impact.
The financial risk literature takes a more posith@v and examines events which may
have a positive as well as a negative impact onngld outcomes.

This guideline concentrates on risks with a negaitivpact, but recognizes that leading
organizations may be ready to consider risks ha&ipgtential positive impact. This
Practice Guideline encourage the consideratiorotf positive and negative risks, but
recognize that many organizations will only be getxconsider risks that have a
negative impact.



4 Professional Responsibility

CIPS has accepted that:

IT professionals have a responsibility to assests before each assignment.
and
IT professionals have a responsibility to managlksrduring assignments.

What this means in practice will depend on a nunatbéactors. How much overall
responsibility has the IT professional been givido® much importance does the
organization attach to assessing and managing?’ridksat are the risk tolerance and
risk appetite of the organization and of IT groughw the organization?

At a minimum, the IT professional should examine tisks she faces before
undertaking any professional IT assignment. Thysiires both identification of
possible risks and a determination of the likelpatt of each such risk. The IT
professional should follow through, taking suchatts is acceptable to the
organization to manage risks. Further, the IT msif@enal should hand to her successor
an organized view of any remaining risks.

The IT professional may not be empowered, or althwe expend all of the resources
that she believes would be required to fully managle But she still has a basic
professional obligation to communicate her findiagsut assessment of risk to
management and to any staff that may be workindgpéor



5 The Individual’'s Role

For most IT professionals, IT is a collective uridking. People in IT work together to
deliver value to the organization that employs therdividuals may exercise a
measure of independent professional judgment, Ibat their work takes place within
an organizational context. The organization esthbk the polices and practices under
which work in IT is performed.

The individual IT practitioner may have only limitenfluence over the organization’s
risk management policies and practices. The ITgasibnal has some responsibility to
“manage” risk, but what should she do if the orgahon does not have the policies or
practices in place that allow risks to be effedfiveanaged? Specifically, what
happens if the organization is not prepared to hiav@ professional spend sufficient
time to effective managing risk?

Under almost all conditions, it's good IT profesgbpractice to begin assignments by
first taking some time to identify risks and detarentheir possible impact. This may be
a brief exercise, conducted informally, during tingt hours that the IT professional is
on their new job. But it's unprofessional to watita a new assignment without some
appreciation for the risks facing you.

The IT professional has a further obligation to camicate her risk findings. She
should discuss the risks in her assignment with bwg person to whom she reports and
any people who may report to her. What happenswiixiepend on the organization
for which the IT professional works, and on theunatof her assignment.

Under the “best” conditions, the IT professionall Wwe given the resources required to
appropriately assess and then manage risk, antvéxe thhe support to effectively
discharge their risk management responsibilitiesdey all conditions, the IT
professional will pay attention to risk, taking Busppropriate risk management actions
as may be allowed by their organization. The ITiggsional has a responsibility to
communicate to her successor an organized viewyfemaining risks.



6 Risk Framework

Risk management has been a central concern oinduacfal industry for more than a
century. Risk management has been elevated to ra Boeel concern by recent
legislation and regulation in Canada and intermatlly. Risk management is accepted
as a basic project management responsibility. 9K management has been addressed
by several different best practices, some acceggesiandards, others accepted as
useful practices.

COBIT[1] provides a useful IT governance framewthr&t allows risk assessment and
risk management to be placed in context. COBIhésmost widely employed IT
Governance best practice standard. It divides G 34 processes, one of which is
“Assess and manage IT risks”. Other COBIT processdade: Manage quality;
Manage projects; Ensure systems security; Enaldeatipn and use; and Procure IT
resources. COBIT puts IT risk management in theéecdrof all of the processes
required to deliver IT.

COBIT offers some other important advantages:

COBIT’s sponsors are working actively to harmor@@BIT with other widely used IT
best practices, specifically with COSOJ[2], ITIL[3FO 17799[4], and PMBOK[5].
COBIT defines a maturity model for the “Assess arahage IT risks” process — users
are not confronted with a single monolithic stawidar
COBIT defines a RACI (Responsible, Accountable, €itted, Informed) chart that
provides a useful, first cut determination of wihesld be doing what.
COBIT breaks down “Assess and manage IT risks” gitanore Detailed Control
Objectives:
IT and Business Risk Management Alignment
Establishment of Risk Context
Event Identification
Risk Assessment
Risk Response
Maintenance and Monitoring of a Risk Action Plan

COBIT recognizes that tailoring will be requirednmdify its best practices to fit what
will be appropriate for any specific situation.

COBIT is accepted by this Practice Guideline agdej the risk management context.
It should be consulted to determine the basiciogiahip between risk management and
all of the other activities that are important 1o Further, this Practice Guideline
recommends that the Risk Management Glossary daeseloy ENISA[6] be used as

the source for the definition of specific risk mgament terms.



7 Risk Activity Flow

There are many risk management activity flowch&tsnewhat different terms are
used and the activity breakdown is not always #mes This Practice Guideline will
generally follow the COBIT activity model. The madie be followed can be
represented in the following flowchart.

i

Establish Risk Context |
¥

=+ Event |dentification

y

Risk Assessment
y
Risk Response
y

Maintain & Monitor Plan

i
Communicate

NOTE: COBIT identifies the importance of “IT and 8ness Risk Management Alignment”. This
activity is clearly important for effective IT Goreance. It will significantly inform “Establish Ris
Content”. The alignment activity is viewed as beingside the relatively narrow view of risk
management adopted by this Practice Guideline.

7.1 Communicate

The risk management literature is clear and unemgailv Communication up,
down, and sideways is critical to effective riskmagement. The IT
professional has a responsibility to communicagk imnformation to
management and to her team. Beyond that minimunoiresgent, it is often
useful to communicate risk information more widtdya number of concerned
stakeholders. An important aspect of the need tongonicate is the need to
communicate to any successors.

7.2 Risk Context

The organization and its IT group will have in @acsk management policies
and practices. These broad risk management pohci@égpractices, or their
relative absence, will guide the development of ggmgcific Risk Response
Plan. The particular activity under review will alsontributed to determining
exactly how the Risk Response Plan is to be deeelophis activity based
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concern can be viewed as the micro level contextiédoelopment of the Risk
Response Plan.

7.3 ldentify Risks

There are several broad approaches that can be timkaentify risks. Some
combination of these approaches will normally bepaeld.

=  Judgment — Individuals or groups follow a process aimetelping
them identify those unplanned events which putthiéty to meet
objectives at risk.

» Scenarios — Qualitatively different alternatives are exantin®ften
used to examine corporate strategies and theiciased risks.
Particularly useful in the face of possible disaaunties.

= Mode — A model is developed for the activities undetiew with a
view to mathematically identifying risks. Used wiglen financial
industry, but only selectively in the IT industry.

= Check List — A check list or taxonomy of possible risks isened to
identify the risks facing the activities under @wi Can be a useful
starting point, but some customization is almosgk required.

7.4 Assess Risks

For each event giving rise to a risk, a probabiliyst be determined, and
likely impacts identified. In the special case whaumerical values can be
assigned to this probability and where the impactltave a numerical value,
the Risk Severity will have an explicit numericalwe. It is often impossible
to attach meaningful numbers to the probabilityhe impact. Under such a
condition, a more qualitative approach is apprdpriRrobability and risk may
be assessed as high, medium, or low, with a reguseverity calling for
immediate action, careful planning but no immedaagon, or only careful
monitoring.

7.5 Risk Response

Four general approaches have been employed tongsp@vents that
threaten achieving the organization’s objectives.

» Tolerate Risk (acceptance) — The organization may decide that it will
just tolerate the risk. Often this will happen whka consequences are
relatively easy to tolerate, or the cost of doingthing meaningful
about the risk is too high.

» Transfer Risk (sharing) — This is what insurance providers have
traditionally offered. The challenge in any efftrttransfer or share
risk is to make sure that entity to whom the rsbkeing transfer is both
ready and able to assume that responsibility.

» ReduceRisk (reduction) — This requires that the activity giving rise to
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the risk be changed to reduce the risk or thatratbtons be taken
which will reduce or counter balance the risk.

= Eliminate Risk (avoidance) — Typically this will require that the
organization avoid performing the activity whichvgaise to the risk.
This is not a widely applicable response — any afallel activity will
give rise to some risk. Risk is a necessary paacton.

7.6 Maintain & Monitor Plan

A Risk Response Plan has been developed. TheiRthmging its response to
events (immediate or contingent actions) and coatrtivities are approved
and the recommended responses are owned by theyenamasponsible for
any affected processes. Once the Plan has bedscfor some time, events
will have occurred, and risks will have been facHue quality and value of

the Plan needs to be reviewed to determine if fiapges in the Plan are
required. Should any changes be required, the gpsogeuld cycle back to a
reidentification of risks, reassessment of risk&l eodification of the Risk
Response Plan. The experience with individual Riekponse Plans should be
cycled back to refine, and improve the organizatidtisk Context.



8 Best Practices

There are a very large number of “best practicleat tould be used in connection with
risk management. This is not intended to be anwesthee list of best practices that
warrant consideration. It does contain many ofrtitoge important practices that the IT
professional should consider. To be included osliki, there must not be any license
to use the practice, but there may be a fee tarohteopy of the document describing
the best practice.

A four-way distinction provides a useful way towig@ossible best practices:

Governance — The organization has a responsibility to sé&t ms&nagement policies
and practices. The absence of any explicit riskagament policies does not
necessarily mean that there are no risk managepnactices in the organization.
The IT professional with senior IT management resgulities should concern
herself or himself with establishing appropriasknmanagement policies and
practices. Best practices to consult:

CAN/CSA-Q830-03 Risk Management: Guideline for Bemns-Makers[7]

COSO Enterprise Risk Management - Integrated Frae{Executive
Summary)[2]

COBIT version 4.1, specifically “Assess and manBAgasks™[1]

Development — The typical concern is with a system developnpeoject. Many
projects fail to deliver the expected benefits wntthe planned time and cost
limits. There can be a real gap between plannedealized outcomes.
Considerable work has been done on how to bestgeaisk on system
development projects. Best practices to consult:

ISO/IEC 16086:2006 Information technology - Softevéife cycle processes -
Risk Management[8]

US Air Force, Software Technology Support Centerid@lines for Successful
Acquisition and Management of Software-Intensivet&ms, specifically
the chapter on Risk Management[9]

Software Engineering Institute, Taxonomy-Based Rilgntification, and
subsequent Technical Reports on Risk Manageme®8 (GVE/SEI-93-
183)[10]

Software Engineering Institute, Spiral Developmé&perience, Principles,
and Refinements, 2000 (CMU/SEI-2000-SR-008)[11]

Operations — Organizations can be at considerable risk frooblpms arising in
operations. Changes are not properly tested alliedt Capacity is not adequate to
meet demand. Security has been compromised bgpavtio attack an
organization’s systems. There is a growing liteiatan how to best protect systems
operations.

ISO/IEC 20000-1, Specification for Service Managaetfi] and ISO/IEC
20000-2, Code of practice for Service ManagemehtR@ndards
developed in connection with the ITIL library ofdigractices[3]

ISO/IEC 17799:2001 Information technology - Codeactice for
information security management[4]
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European Network and Information Security AgenagkRMlanagement:
Implementation principles and Inventories for Ridanagement/Risk
Assessment methods and tools, 2006[6]

Acquisition — More and more systems and system services iesosignificant
acquisition activity. Outsourcing is one obviousewle, but so are the growing
number of applications that are purchased rattear bieing developed internally.
Systems acquisition is different and requires getght approach to risk
management.

Risk Management Guide for DOD Acquisitions[13]

Other - Project Management must address risk managemoestions. Both the North
American PMBOK (Project Management Body of Knowle}jg] and the
UK/European Prince2 (PRojects IN Controlled Envinemts[14]) provide useful
best practices for project management. Both progiddance on risk management
best practice for project managers.
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9 Related Practices

Any process that will deliver value will have soassociated risk. Improving
predictabiliy (reducing risk) at a cost of delivegireduced value can be a bad trade-off.
The IT Governance Institute (author of COBIT) hesognized the fundamential
importance of delivering value — its Val IT framew@15] provide useful guideance

for how to improve value delivery. Nothing in tli#sactice Guideline should be
interpreted as denying the fundamental importac@loe delivery.

There are hundreds of best practices that coviardift aspects of IT, and different
activities with significant IT components. Manytbese best practices address risk
related concerns. This Practice Guideline expji@tnsiders the ITIL[3] and ISO
20000[12] best practices for service delivery amise support; the security best
practices found in ISO 17799[4] and ENISA[6]; ahd PMBOK[5] and Prince2[14]
best project management practices. All of theseprastices have some relevance to
the IT profesisonal’s risk management responsiéslit

In addition to these explicity identified best pgrees, the IT professional also has a

responsibility to familarize herself with the othest practices that may be relevant to
her activities or to the domain of application witlwvhich she is working.
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10 References

[1] COBIT — COBIT is the most widely accepted IT W@onance best practice. It has
been developed by the IT Governance Institute (Wgixorg) and is now in version
4.1. Copies are available after free registrationh@ IT Governance Institute website.

[2] COSO — The US savings and loan crisis in the0s3ave rise to the Committee of
Sponsoring Organizations of the Treadway Commisdisrbest practices have been
accepted as meeting Sarbanes-Oxley requiremen80C@s published several useful
risk management documents, specifically “EnterpRgsk Management Framework —
Integrated Framework”. (Www.c0S0.0rg)

[3] ITIL — The Information Technology Infrastruceitibrary was developed by the
UK Government and is being maintained by the UKf8d®@ of Government
Commerce (OGC) and the IT Service Management Fantennational. ITIL is widely
used as the source of best practices in servioeedghbnd service support. ITIL
materials are available in Canada from itSMF Car{adav.itsmf.ca).

[4] ISO/IEC 17799 — This is the most widely accelptgernational collection of best
practices for IT security. There is an associasedmmended practice for IT security —
ISO/IEC 27001.

[5] PMBOK — The Project Management Institute (wwmiprg) has developed the
Project Management Body of Knowledge. The mostregersion was published in
2004 and includes a full chapter of project risknagement. PMI offers the Project
Management Professional (PMP) certification.

[6] ENISA — The European Network and Informatiorc&&y Agency have published
a useful Inventory of Risk Management/Risk Assesgriviethods and Tools. It can be
found at: www.enisa.europa.eu . They have alsoldp\aeuseful Glossary for risk
management.

[7] CAN/CAS Q850 — Canada has been an active paatit in the development of risk
management guidelines for decision makers. Theetjnelis relatively high level, but
does provide a uniform context for all risk managetractivities.

[8] ISO/IEC 16086 — The is the international stamdzersion of the Software Lifecycle
Risk Management standard developed by the IEEE flaces risk management
within the accepted international software lifeeyolodel (as described in ISO/IEC
12207 and ISO/IEC 15288).

[9] US Air Force — The US Air Force has developad enakes freely available a useful
“Guidelines for Successful Acquisition and Managetre Software-Intensive
Systems”. It is available in both a condensed ver§2003) and an expanded, original
version (2000). Included in both versions are usafid practical chapters on risk
management.
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[10] SEI Taxonomies — The Software Engineeringitutg located at Carnegie-Mellon
University has published several risk managemewrtamies. It published
“Taxonomy-Based Risk Identification” (CMU/SEI-93-8) in 1993, and more
recently published “A Taxonomy of Operational RisgGMU/SEI-2005-TN-036).

[11] Boehm Spiral Model — Barry Boehm first desexdba Spiral Model for system
development in the 1980s. Work has continued ombéel. It's now required for US
DOD system development and acquisition. One usefalence is a report published
by the SEI “Spiral Development - Building the Cuéti(CMU/SEI-2000-SR-006).

[12] ISO/IEC 20000 — The British Standards Insgtdeveloped a Service Management
Specification and a Service Management Code oftieead hey have become ISO/IEC
20000-1 and ISO/IEC 20000-2. In typical applicatithre ITIL family of best practices

is used to define the processes in 20000-2.

[13] Risk Management Guide for DOD Acquisition kheTUS Department of Defense
has established a Defense Acquisition Universitynmdua.mil). This Risk
Management Guide can be found on the Defense AtdquitJniversity website.

[14] Prince2 — In addition to ITIL, the OGC is alsssponsible for maintaining the
Prince2 project management methodology. It defenggecific approach to managing
projects, with full attention being paid to risk nagement during project life cycle.

[15] Val IT — The IT Governance Institute is in thecess of developing and
publishing material on it Val IT Framework. Thetial documents appears in 2006,
and more are expected in the near future. Thissawe focused framework that exists
in parallel with the COBIT control / governance diged framework.
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11 Reference Websites

cve.mitre.org/
A list of standardized names for vulnerabilitiesl ather information security

exposures - CVE aims to standardize the namedlfpulaicly known vulnerabilities
and security exposures.

www.dau.mil/

The Defense Acquisition University (DAU) is the anstitution that touches nearly
every member of the DoD Acquisition, Technologyd &ogistics (AT&L) workforce
throughout all professional career stages.

www.comp.glam.ac.uk/Teaching/ismanagement/riskmatrhf
The best are good at reducing risk through riskagament ... consider why we should
manage risk ...define and discuss ways of thinkimgut risk

www.rmahg.org/RMA/
Member driven organization focusing on risk managein the financial services
industry. Includes a bookstore, journal, certificatinformation, ...

en.wikipedia.org/wiki/Risk_management
Traditional risk management focuses on risks stergrirom physical or legal ...
Financial risk management, on the other hand, fexo8 risks that can be ...

www.sei.cmu.edu/risk/index.html
The main page for SEI risk management. ... Softiask Evaluation | Continuous
Risk Management Guidebook Risk Process Check

www.rma.usda.gov/
Links and information about the Federal Crop IneaeaCorporation (FCIC) that helps
farmers survive a major crop loss. The RMA alsoves training to ...

www.nonprofitrisk.org/
Provides risk management assistance and resoarcesmimunity-serving nonprofit
organizations. Many articles and tutorials.

www.irmi.com/
A research and publishing company focused on riskagement and insurance. Site
includes articles on various risk management topickne CE courses, ...

www.rims.org/
Not-for-profit professional international assoadati Provides a career center,
educational courses, annual conference, discugsoups, directory of ...

www.managementhelp.org/risk_mng/risk_mng.htm
Risk management often focuses on matters of insaran Safety / Slips and Falls :
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Risk Management Internet Services Library (rmis.zam

www.rmmag.com/
Once again in 2006, risk management was at thé&doteof many of the year’s top ...
Risk and Insurance Management Society (RIMS) - d&5ue of the ...

opim.wharton.upenn.edu/risk/
Research, publications, projects, working papemsferences.

www.sra.org/
The Society for Risk Analysis (SRA) provides anmoperum for all those who are

interested in risk analysis. Risk analysis is bpaefined to include ...

www.riskworld.com/
Resources on risk assessment and risk managemmetinine, environment, and
society at large.

www.theirm.org/
Non-profit organization dedicated to providing rislanagement related education.
Includes diploma information, career center, eveatsndar, ...

www.baz.com/kjordan/swse625/index.html
We are a group of dedicated software professiauatanitted to increasing the
knowledge of risk management ...

www.rspa.com/spi/project-risk.html
R.S.Pressman & Associates - Risk Management ResgjURisk Management
Tutorials, Articles and Papers; Risk Tools; Books

www.tbs-sct.gc.ca/pubs pol/dcgpubs/riskmanagemniglists e.asp
Government of Canada - Risk Management - PoligiésRublications

www.nr.no/~abie/RiskAnalysis.htm
An index to: Risk Analysis, Risk Assessment, Risaidgement

www.baz.com/kjordan/swse625/index.html
dedicated software professionals committed to asirgy the knowledge of risk
management and general software project manageskidat

February 2007
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